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An individual's progression along the Pathway to Intended Violence' or the Critical Pathway to Insider Risk? is often fueled by personal
and organizational grievances and stressors. Global conflict introduces new complexities that may amplify organizational risks beyond
typical concerning workplace behaviors. This may result in moral conflicts for employees who feel personal, political, cultural, or religious
connections, perspectives or obligations, which differ from their organization. Sophisticated adversaries may seek to leverage developing
grievances to influence employees and encourage polarization with the larger goal of disrupting Department of War (DoW) capabilities,
Defense Industrial Base production, or public infrastructure, among others. If employers do not recognize and assess these stressors,
an individual’s progression toward violence, sabotage, espionage, or unauthorized disclosure can be accelerated. Therefore, it is critical
to have capabilities in place to deter, detect, and mitigate these risks, as historical data indicates a clear correlation between increased
media reporting on geopolitical conflicts and a rise in unauthorized disclosures. During these times, InT programs should refine user activity
monitoring (UAM) triggers and collaborate with OPSEC and INFOSEC stakeholders to implement enhanced controls on conflict-related
products.

Global uncertainty can result in feelings of uneasiness, anxiety, depression, fear, and anger and can exacerbate stress including in the
workplace. This psychological impact has the potential to increase unintentional acts of Insider Threat (InT) through human error such as
security violations and unauthorized disclosures. Additionally, the psychological impact may contribute to workplace conflict, decline in
performance, development of grievances, and the development or exacerbation of preexisting mental health difficulties.Individuals struggling
may deviate from their baseline behavior by withdrawing, appearing distracted, missing deadlines, or becoming more confrontational or
passive than normal.

Supervisors play a critical role in maintaining a healthy workplace. Leaders should remain attentive to changes in employee behavior,
performance, or engagement and address concerns early through supportive and respectful conversations. Creating a culture of
psychological safety is essential. Employees should feel comfortable raising concerns, asking for assistance and using available resources
like Employee Assistance Programs (EAPs), behavioral health services, and Equal Employment Opportunity without fear of stigma or
negative consequences.
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